2017 / Peacetime Cyber Responses and Wartime Cyber Operations 239

ARTICLE

Peacetime Cyber Responses and Wartime Cyber Operations Under International
Law:
An Analytical Vade Mecum

Michael N. Schmitt

- Director, Tallinn Manual Project; Professor of International Law, University of Exeter;
Chairman, Stockton Center for the Study of International Law, U.S. Naval War College; Francis
Lieber Distinguished Scholar, U.S. Military Academy at West Point; Fellow, Harvard Law School
Program on International Law and Armed Conflict; Senior Fellow, NATO Cooperative Cyber
Defence Centre of Excellence. The views expressed are those of the author in his personal
capacity. Although this article is the direct result of the work of the two International Group of
Experts that produced Tallinn Manual 2.0, any conclusions, except as otherwise noted, do not
necessarily represent those of any other member of the groups.

© 2017 by the President and Fellows of Harvard College and Michael N. Schmitt.



240 Harvard National Security Journal / Vol. 8

Abstract

Tallinn Manual 2.0 on the International Law Applicable to Cyber
Operations examines the application of extant international law principles and
rules to cyber activities occurring during both peacetime and armed conflict. It
was intended by the two International Groups of Experts that drafted it to be a
useful tool for analysis of cyber operations. The manual comprises 154 Rules,
together with commentary explaining the source and application of the Rules.

However, as a compendium of rules and commentary, the manual merely sets
forth the law. In this article, the director of the Tallinn Manual Project offers a
roadmap for thinking through cyber operations from the perspective of
international law. Two flowcharts are provided, one addressing state responses to
peacetime cyber operations, the other analyzing cyber attacks that take place
during armed conflicts. The text explains each step in the analytical process.
Together, they serve as a vade mecum designed to guide government legal
advisers and others through the analytical process that applies in these two
situations, which tend to be the focus of great state concern. Readers are
cautioned that the article represents but a skeleton of the requisite analysis and
therefore should be used in conjunction with the more robust and granular
examination of the subjects set forth in Tallinn Manual 2.0.
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Introduction

In 2007, Estonia was the target of widespread cyber operations in response
to its movement of a Soviet-era statue commemorating the “Great Patriotic War”
from the center of its capital, Tallinn. The following year, cyber operations
figured prominently in the international armed conflict between Georgia and
Russia.! As those incidents unfolded, it became clear that the international law
community was ill-prepared to handle events in this new domain of conflict.
Indeed, some commentators and states queried whether international law even
applied to operations conducted in cyberspace.

To address the analytical void, the then-newly established NATO
Cooperative Cyber Defence Centre of Excellence (CCD COE), based in Tallinn,
launched a multiyear project to assess the cyber relevance of the international law
governing situations involving the “use of force,” as that term is understood under
the UN Charter and customary international law, as well as the applicability of
international humanitarian law to cyber operations during armed conflicts. The
project resulted in the 2003 publication of the Tallinn Manual on the International
Law Applicable to Cyber Warfare.” That year, the CCD COE commissioned a
follow-on project to consider the peacetime legal regimes bearing on cyber
operations. It culminated in the 2017 release of Tallinn Manual 2.0 on the
International Law Applicable to Cyber Operations, which contains both the new
material and the slightly revised text of the first edition.’

Tallinn Manual 2.0 has garnered global attention as states struggle with
complex cyber operations mounted against their governments and private cyber
infrastructure® by both other states and non-state actors. At the heart of this
struggle is unfortunate uncertainty as to the applicable law. While there is no
longer any serious debate as to whether international law applies to transborder
cyber operations, the international community has been unable to achieve
consensus on the precise application of many international law principles and
rules that govern them. In great part, this is because states are conflicted.” A

' For an excellent analysis of these incidents, see ENEKEN Tikk, KADRI KASKA & LIIS VIHUL,
INTERNATIONAL CYBER INCIDENTS: LEGAL CONSIDERATIONS 14-33 (2010).

> TALLINN MANUAL ON THE INTERNATIONAL LAW APPLICABLE TO CYBER WARFARE (Michael N.
Schmitt ed., 2013).

> TALLINN MANUAL 2.0 ON THE INTERNATIONAL LAW APPLICABLE TO CYBER OPERATIONS
(Michael N. Schmitt ed., 2017) [hereinafter TALLINN MANUAL 2.0]. The term cyber operations
refers to the “employment of cyber capabilities to achieve objectives in or through cyberspace. . . .
[T]he term is generally used in an operational context.” Id.

* TALLINN MANUAL 2.0 defines cyber infrastructure as “[tlhe communications, storage, and
computing devices upon which information systems are built and operate.” Id. at Glossary.

® Russia’s hack of the Democratic National Committee’s servers is paradigmatic. In that case, the
Obama Administration condemned Russian meddling in U.S. elections as “unacceptable” and
stated it “would not be tolerated,” but did not characterize the activity as unlawful. Moreover, the
U.S. responses were acts of “retorsion” (see infi'a), which are available even without the actions to
which they respond qualifying as “internationally wrongful acts. Clearly, the Administration
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permissive view of international law would afford them leeway to conduct their
operations abroad, but leave them without normative firewalls that will enhance
their cyber security. Conversely, a permissive approach to international law’s
application to cyberspace could serve to restrain the cyber operations of other
states and non-state actors, but comes at the cost of tying one’s own hands.

The two so-called “International Group of Experts” (one each for the 2013
and 2017 editions) that produced the manuals operated in an environment
designed to minimize such policy influences and concerns. The only state input
occurred during the Dutch Ministry of Foreign Affairs sponsored “Hague
Process,” which facilitated unofficial feedback from over fifty states and
international organizations on Tallinn Manual 2.0 drafts. The experts were
therefore well-situated to provide an objective, albeit contextually informed, view
of the international law of cyber operations. Tallinn Manual 2.0 does not answer
every question related to these operations, but in a surprisingly large number of
instances the International Groups of Experts achieved unanimity as to the
applicable law and its interpretation. When consensus proved elusive, the experts
catalogued all reasonable views on the matter, leaving it to states and the broader
international law community to resolve over time.

The drafters of Tallinn Manual 2.0 intended it to be a useful starting point
for analysis of cyber operations. However, it is only a compendium of rules and
accompanying commentary. The manual does not serve as a roadmap for thinking
through cyber operations. This article seeks to begin filling that void with two
flowcharts, one addressing state responses to peacetime cyber operations, the
other cyber attacks that take place during armed conflicts.’ They are accompanied
by commentary that discusses the relevant law. Together, they serve as a vade
mecum designed to walk legal advisers and others through the analytical process
that applies in these two situations, which tend to be the focus of most state
concern. Users are cautioned that the article represents but a skeleton of the
requisite analysis and therefore should be used in conjunction with the more
robust and granular examination of the subjects set forth in Tallinn Manual 2.0.

I. State Responses to Harmful Cyber Operations

Whenever harmful or malicious cyber operations are launched from
abroad against public or private cyber infrastructure, discussion quickly turns to
the appropriate response. Unfortunately, statements by government officials and

understood the principle of “sovereign equality,” by which characterization of the Russian actions
as, for instance, a breach of sovereignty would have applied equally to analogous cyber activities
by U.S. military and intelligence operations. See THE WHITE HOUSE, FACT SHEET: ACTIONS IN
RESPONSE TO RUSSIAN MALICIOUS CYBER ACTIVITY AND HARASSMENT (Dec. 29, 2016),
https://obamawhitehouse.archives.gov/the-press-office/2016/12/29/fact-sheet-actions-response-
russian-malicious-cyber-activity-and.

% The flowcharts were developed by the author, Ms. Liis Vihul, CEO of Cyber Law International
and formerly Research Scientist at the NATO Cooperative Cyber Defence Centre of Excellence,
and Professor Wolff Heintschel von Heinegg of Viadrina-Europa University.
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pundits are often counter-normative, a fact that tends to skew thinking as to
whether, and if so how, the victim state should respond. In fact, international law
sets forth clear typology of response options, with each option—self-defense, the
plea of necessity, countermeasures, and retorsion—having its own conditions
precedent. The first three countenance responses that would otherwise be
unlawful, but for the nature and consequences of the cyber operation to which
they respond.

A. Self-defense

When considering the range of responses available to states facing harmful
cyber operations, it is necessary to begin by determining when those operations
rise to the level of an “armed attack™ under the jus ad bellum, for an armed attack
is the conditio sine qua non of the right to engage in self-defense. The term is
drawn from article 51 of the United Nations Charter, which provides “[n]othing in
the present Charter shall impair the inherent right of individual or collective self-
defence if an armed attack occurs against a Member of the United Nations. . . .”’
There is universal agreement that the right of self-defense is also of a customary
international law character.”

The right undeniably extends to armed attacks conducted by cyber means,
a conclusion supported by the finding of the International Court of Justice (ICJ)
that article 51 applies to “any use of force, regardless of the weapons employed,”
and by statements of states and international organizations.'® Thus, when a state is
the target of harmful cyber operations that rise to the level of an armed attack, it
may respond with kinetic or cyber operations that would otherwise constitute
prohibited uses of force in violation of article 2(4) of the UN Charter and its
customary international law counterpart.'' The challenge lies in determining
whether a particular cyber operation amounts to an armed attack.

"U.N. Charter art. 51.

¥ See Military and Paramilitary Activities in and against Nicaragua (Nicar. v. US), 1986 1.C.J. 14,
94 176, 194 (June 27) [hereinafter Nicaragua]; Legality of the Threat or Use of Nuclear Weapons,
Advisory Opinion, 1996 1.C.J. 226, q 41 (July 8) [hereinafter Nuclear Weapons]; Oil Platforms
(Iran v. US), 2003 I.C.J. 161, 9 51, 74, 76 (Nov. 6); Legal Consequences of the Construction of a
Wall in the Occupied Palestinian Territory, Advisory Opinion, 2004 1.C.J. 136, § 139 (July 9)
[hereinafter Wall].

? Nuclear Weapons, 1996 1.C.J. 226, q 39. See also Tallinn Manual 2.0, supra note 3, r. 71, para.
4.

1 See, e.g., NATO, WALES SUMMIT DECLARATION, para. 72 (Sept. 5, 2014); GOVERNMENT OF
THE NETHERLANDS, GOVERNMENT RESPONSE TO AIV/CAVYV REPORT ON CYBER WARFARE, para.
4 (last visited Mar. 30, 2017) [hereinafter DUTCH GOVERNMENT RESPONSE],
https://www.rijksoverheid.nl/binaries/rijksoverheid/documenten/rapporten/2012/04/26/cavv-
advies-nr-22-bijlage-regeringsreactie-en/cavv-advies-22-bijlage-regeringsreactie-en.pdf; THE
WHITE HOUSE, INTERNATIONAL STRATEGY FOR CYBERSPACE: PROSPERITY, SECURITY, AND
OPENNESS IN A NETWORKED WORLD 10, 13 (2011); U.S. DEP’T OF DEFENSE, OFFICE OF THE GEN.
COUNSEL, LAW OF WAR MANUAL, para. 16.3.3 (last updated Dec. 2016) [hereinafter DOD
MANUAL]J.

""U.N. Charter art. 2(4); Nicaragua, supra note 8, at 9 187-90. On the definition of a use of force
in the cyber context, see TALLINN MANUAL, supra note 3, r. 69.
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1. Armed attack

Certain armed attack criteria are clear-cut. For example, armed attacks are
transborder in nature.'* The paradigmatic case is a cyber operation mounted by, or
attributable to (see below), one state against another. A transborder element also
exists when non-state actors conduct cyber operations against a state by launching
cyber operations remotely from another state’s territory. By contrast, the concept
of armed attack does not extend to cyber operations that are entirely domestic in
character, as with harmful cyber operations mounted by a hacker group operating
from within a state against private or public assets that are also located in that
state.

In addition to having a transborder element, qualification of a cyber
operation as an armed attack requires the resulting harm, or the harm that is
intended to result, to reach a certain threshold of severity. It is clear that every
armed attack at least must amount to a “use of force.” This is evident from the
ICJ’s characterization of armed attacks as “the most grave forms of the use of
force.””® Yet, the precise use of force threshold is unclear. Although the
International Group of Experts agreed that cyber operations resulting in physical
damage or injury are unambiguously uses of force,'* no consensus could be
reached as to when cyber operations not having those consequences qualify. It
only agreed, based on the ICJ’s analogous finding in Nicaragua assessing state
connections with non-state guerilla forces, that merely funding a non-state group
that engages in forceful cyber operations is not a use of force, whereas providing
malware and training in its use for such operations does qualify."> To address
operations lying beyond these limited situations, and because they could agree on
no bright-line test, the experts proffered a catalogue of non-exclusive factors that
states might consider when deciding whether to characterize a cyber operation as
a use of force.'®

Complicating matters is the fact that the prevailing view, one consistent
with the International Court of Justice’s approach, is that while all armed attacks
are uses of force, only the gravest uses of force are armed attacks.'” There is no

'2 TALLINN MANUAL 2.0, supra note 3, r. 71, at para. 3.

" Nicaragua, supra note 8, at 9 191.

' See TALLINN MANUAL 2.0, supra note 3, 1. 69.

'* Nicaragua, supra note 8, at 9 228.

'® See TALLINN MANUAL 2.0, supra note 3, r. 69, para. 9. The factors were based on the approach
proposed in Michael N. Schmitt, Computer Network and the Use of Force in International Law:
Thoughts on a Normative Framework, 37 COLUM. J. TRANSNAT’L L. 885, 914 (1999).

17 See, e.g., YORAM DINSTEIN, WAR, AGGRESSION AND SELF-DEFENCE, paras. 550-54 (5th ed.
2011). The United States, in what is a relatively isolated position, is of the view that the armed
attack threshold is identical to that of the use of force. See, e.g., DOD MANUAL, supra note 10,
para. 16.3.3.1; see also Abraham D. Sofaer, International Law and the Use of Force, 82 AM.
Soc’y INT’L L. PrRoC. 420, 422 (1988); Harold Hongju Koh, Legal Adviser, U.S. Dep’t of State,
International Law in Cyberspace: Remarks as Prepared for Delivery to the USCYBERCOM Inter-



246 Harvard National Security Journal / Vol. 8

question that a cyber operation causing significant physical damage or injury
qualifies as grave.'® However, this conclusion leaves unanswered the question of
when does a cyber operation not generating such consequences rise to the armed
attack level?

The International Group of Experts concurred that the answer lies in the
“scale and effects” of the operation, a standard drawn from the Nicaragua
judgment.” Unfortunately, the standard is, albeit accurate as a matter of law, of
little practical use. It therefore will be for states, through practice and expressions
of opinio juris, to imbue the concept of armed attack with substance through the
development of a customary international rule.”® Presumably, states will treat
cyber operations with very severe consequences, such as the targeting of the
state’s economic well-being or its critical infrastructure, as armed attacks to which
they are entitled to respond in self-defense. This will likely be the case even when
those operations are neither destructive nor injurious.”' Yet, until that occurs with
sufficient density, the question will remain an open one.

2. Self-defense criteria

Assuming a cyber operation crosses the armed attack threshold, a state is
only entitled to respond in self-defense if the operation is either imminent or
ongoing.”* The principle that states need not await the actual launch of an armed
attack, but may act in self-defense anticipatorily, is well-accepted in international

Agency Legal Conference (Sept. 18, 2002), reprinted in 54 HARV. INT’L L. J. ONLINE, 4 (2012)
[hereinafter Koh, Cyberspace].

" TALLINN MANUAL 2.0, supra note 3, r. 71, para. 8.

" Nicaragua, supra note 8, at 9 195.

20 «Crystallization” of customary international law requires two elements—state practice (usus)
and the conviction that said practice is engaged in, or refrained from, out of a sense of legal
obligation (opinio juris). See Continental Shelf (Libyan Arab Jamahiriya v. Malta), Judgment,
1985 1.C.J. 13, 4 27 (June 3). On the requirements of customary international law, see North Sea
Continental Shelf Cases (Germ. v. Denmark; Germ. v. Neth.), Judgment, 1969 1.C.J. 3 (Feb. 20).
See also Int’l Law Ass’n, Final Report of the Committee on the Formation of Customary
(General) International Law, Statement of Principles Applicable to the Formation of General
Customary International Law, Report of the Sixty-Ninth Conference, London (2000); see
generally Yoram Dinstein, The Interaction Between Customary International Law and Treaties,
322 Recueil des Cours (20006).

2 In this regard, see the DUTCH GOVERNMENT RESPONSE, supra note 10, at 5, which adopted the
conclusion of the Advisory Council on International Affairs that “if there are no actual or potential
fatalities, casualties or physical damage,” a cyber operation targeting “essential functions of the
state could conceivably be qualified as an ‘armed attack’ . . . if it could or did lead to serious
disruption of the functioning of the state or serious and long-lasting consequences for the stability
of the state.” Advisory Council on International Affairs (Cyber Warfare, No. 77, AIV / No 22,
CAVYV, at 21 (Dec. 2011). See also Koh, Cyberspace, supra note 17, at 4 [“In assessing whether
an event constituted a use of force in or through cyberspace, we must evaluate factors including
the context of the event, the actor perpetrating the action (recognizing challenging issues of
attribution in cyberspace), the target and location, effects and intent, among other possible
issues.”], and U.K. Government Response to House of Commons Defence Committee’s Sixth
Report of Session 2012—13, para. 10 (Mar. 22, 2013).

2 TALLINN MANUAL 2.0, supra note 3, . 73.
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law,* although the point at which a prospective armed attack becomes imminent
is not entirely settled. Traditionally, the standard was understood in terms of
temporal proximity to the armed attack.”* That standard may have been palatable
in the past with respect to conventional operations, for the preparations for an
attack were often observable by the target state, but it makes little sense in the
context of cyber operations, which may be executed in milliseconds, with little
warning and devastating effect.

Considering this reality, the better approach is reflected in what has
become known as “the last window of opportunity” standard.”® It requires the
confluence of three factors. First, the prospective attacker must have the
capability to mount a cyber operation at the armed attack level. Second, the
attacker must intend to do so. The third requirement lies at the standard’s heart. It
allows the prospective victim of a forthcoming attack to employ defensive force,
whether it be kinetic or cyber in character, only at the point that a failure to do so
would forfeit its opportunity to effectively defend itself—in other words, in the
state’s last window of opportunity.”®

Consider a situation in which a state has highly reliable evidence that
another state is going to mount devastating cyber operations against it at some
indefinite point in the near future. The state has drawn the reasonable conclusion
that it will be unable to effectively foil the operations once they have commenced.
In these circumstances, and without prejudice to other requirements of
international law, the state may treat the armed attack as imminent and act to
preempt it. It must be cautioned that the absence of any of the three

2 See, e. g., DEREK W. BOWETT, SELF-DEFENCE IN INTERNATIONAL LAW 188-189 (1958).
Although imprecise as a strict matter of law, the right to act anticipatorily in self-defense is
traditionally said to be reflected in the celebrated nineteenth century Caroline incident. Letter from
Daniel Webster to Lord Ashburton (Aug. 6, 1842), reprinted in 2 INT’L L. DIG. 412 (John Bassett
Moore ed., 1906). See also Judgment of the International Military Tribunal Sitting at Nuremberg,
Germany (Sept. 30, 1946), in 22 The Trial of German Major War Criminals: Proceedings of the
International Military Tribunal Sitting at Nuremberg, Germany 435 (1950).

** See generally Terry D. Gill, The Temporal Dimension of Self-Defence: Anticipation, Pre-
emption, Prevention and Immediacy, in INTERNATIONAL LAW AND ARMED CONFLICT: EXPLORING
THE FAULTLINES 113 (Michael N. Schmitt & Jelena Pejic eds., 2007).

3 See discussion at TALLINN MANUAL 2.0, supra note 3, r. 73, paras. 4-5. For a state’s adoption of
the standard, see U.S. DEP’T OF JUSTICE WHITE PAPER, LAWFULNESS OF A LETHAL OPERATION
DIRECTED AGAINST A U.S. CITIZEN WHO IS A SENIOR OPERATIONAL LEADER OF AL-QA’IDA OR
AN ASSOCIATED FORCE 7 (n.d),
http://msnbcmedia.msn.com/i/msnbc/sections/news/020413_DOJ_White Paper.pdf. An early
proposal of the standard by the author was first set forth in Michael N. Schmitt, Preemptive
Strategies in International Law, 24 MICH. J. INT’L L. 513, 534-36 (2003) [hereinafter Preemptive
Strategies].

*® The approach was developed by the author in Michael N. Schmitt, Responding to Transnational
Terrorism under the Jus ad Bellum: A Normative Framework, in INTERNATIONAL LAW AND
ARMED CONFLICT: EXPLORING THE FAULTLINES 157 (Michael N. Schmitt & Jelena Pejic, eds.,
2007).
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aforementioned preconditions will render defensive action at the use of force level
merely “preventive,” and therefore unlawful.”’

Actions in self-defense against a cyber armed attack must not be solely
retaliatory. By the requirement of immediacy, once an armed attack is over, the
right to engage in self-defense is extinguished.”® Although this would appear to be
an oft-insurmountable hurdle to acting in self-defense because cyber attacks can
last mere moments, the requirement must be interpreted with sensitivity to the
context in which it applies. Therefore, if the target state reasonably concludes that
its attacker intends to conduct further cyber operations at the armed attack level, it
may treat the operations in their entirety as an ongoing campaign against which it
may take defensive action at any point.

A state that has been the victim of a cyber armed attack that is no longer
underway and is unlikely to be repeated as one event in a campaign is not left
without remedies. In such cases, the armed attack is certain to have constituted an
“internationally wrongful act”” (unlawful under international law) for which
reparations are likely available. Reparations include restitution, compensation,
and satisfaction.”® It should be noted that countermeasures (see below) may be
taken to ensure that a state responsible for commission of an internationally
wrongful act complies with any obligation to provide reparation.’’

If hostile cyber operations at the armed attack level are imminent or
ongoing, the victim state must next ascertain by whom the operations will be, or
are being, conducted. When the author of the attack is another state, the victim
state may respond forcefully in self-defense so long as doing so is consistent with
the criteria of necessity and proportionality. These requirements have been
acknowleSdzged by the International Court of Justice and are accepted as customary
In nature.

A forceful response to a malicious cyber operation is “necessary” when
non-forceful measures will not suffice to address the armed attack. For instance, if
passive cyber defenses are effectively foiling the attack, the victim state may not

> TALLINN MANUAL 2.0, supra note 3, r. 73, para. 10.

28 Id.,r. 73 and r. 73, at paras. 12—13.

2 TALLINN MANUAL 2.0, supra note 3, r. 14; Int’l Law Comm’n, Responsibility of States for
Internationally Wrongful Acts, art. 2, GA Res. 56/83 annex, UN Doc. A/RES/56/83 (Dec. 12,
2001) [hereinafter Articles on State Responsibility]. The Articles on State Responsibility are not
binding law of themselves, but rather represent, in great part, an authoritative restatement of
customary international law by the International Law Commission.

3% See TALLINN MANUAL 2.0, supra note 3, r. 29; Articles on State Responsibility, supra note 29,
arts. 34-37. A state responsible for an internationally wrongful act may also be obligated to
provide assurances and guarantees of non-repetition. TALLINN MANUAL 2.0, supra note 3, r. 27,
Articles on State Responsibility, supra note 29, art. 30(b);

31 Articles on State Responsibility, supra note 29, art. 49(1).

32 See discussion of these requirements at TALLINN MANUAL 2.0, supra note 3, r. 72. See also
Nicaragua, supra note 8, at 9 176, 194; Nuclear Weapons, supra note 8, at § 41; Oil Platforms,
supra note 8, at 4 43, 7374, 76; Nuremburg Tribunal judgment, supra note 23, at 435.
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launch cyber or kinetic responses that would amount to a use of force. Whereas
the criterion of necessity deals with whether a forceful response is required to put
an end to the harmful cyber operations, the proportionality criterion governs the
scale and scope of that response.®® A response that is clearly excessive relative to
that needed to effectively defend against the armed attack is unlawful. As an
example, if an attack may be defeated by conducting counter cyber or kinetic
attacks against the cyber infrastructure from which it is being launched, it would
be unlawful to conduct widespread operations at the use of force level against
cyber infrastructure throughout the attacker’s state.

3. Non-state actors.

Situations in which a non-state actor conducts harmful cyber operations at
the armed attack level of severity against one state from another state’s territory
are legally more challenging. If the group is acting on behalf of a state, or a state
is “substantially involved” in the operations, the victim state may treat the
operations as an armed attack by the former state and employ necessary and
proportionate cyber or kinetic force against both it and the group.’* However, the
law is unsettled as to situations in which non-state groups act on their own accord.
Most members of the International Group of Experts took the position that their
operations may, as a matter of law, qualify as armed attacks against which victim
states may respond forcefully pursuant to their right of self-defense.” This view is
supported by state practice in the non-cyber context’® and has expressly been
adopted317)y a number of states, including the United States, with respect to cyber
attacks.

In the estimation of the remaining experts, the right of self-defense is
limited to situations in which the harmful cyber operations are conducted by, or
attributable to, a state.”® Advocates of this view typically cite the International
Court of Justice’s Wall advisory opinion and its judgment in the Congo v. Uganda
as support.” In those cases, the ICJ, in the face of dissent from a number of its
judges, seemed to suggest that absent attribution of a non-state group’s activities

33 TALLINN MANUAL 2.0, supra note 3, r. 72.

3* TALLINN MANUAL 2.0, supra note 3, r. 71, paras. 16-17; Nicaragua, supra note 8, at § 195.

3 TALLINN MANUAL 2.0, supra note 3, r. 71, at paras. 19-20.

3% See, e.g., SC Res. 1368, UN Doc. S/RES/1368 (Sept. 12, 2001); SC Res. 1373, UN Doc.
S/RES/1373 (Sept. 28, 2001); Press Release, NATO, Statement by the North Atlantic Council
(Sept. 12, 2001); Terrorist Threat to the Americas, Res. 1, Twenty-Fourth Meeting of Consultation
of Ministers of Foreign Affairs, Terrorist Threat to the Americas, OAS Doc. RC.24/RES.1/01
(Sept. 21, 2001).

37 See, e.g., DOD MANUAL, supra note 10, at para. 16.3.3.4; see also, e.g., DUTCH GOVERNMENT
RESPONSE, supra note 10, at 5.

3 TALLINN MANUAL 2.0, supra note 3, r. 71, at para. 19.

3% Wall, supra note 8, at § 139; Armed Activities in the Congo (Dem. Rep. Congo v. Uganda),
2005 I.C.J. 168, qq 146—47 (Dec. 19) [hereinafter Armed Activities].
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to a state, the law of self-defense is inapplicable.*’ By this approach, a state facing
even destructive or injurious cyber operations by a non-state actor may not rely on
self-defense to justify a forceful response. Instead, it would have to base its
response on another ground, such as protection of life under international human
rights law."!

Assuming arguendo that a non-state actor’s cyber operations may qualify
as a cyber attack, the question remains as to whether a victim state may strike
back at the group when it is operating from another state’s territory without
violating the latter’s sovereignty or otherwise committing an internationally
wrongful act. Here, the majority took the position, one asserted most forcefully by
the United States, that conducting cyber operations into the territorial state to
terminate a non-state actor’s armed attack is permissible when the territorial state
consents to such operations or is either “unable” or “unwilling” to put an end to
the offending cyber operations.** The minority countered that such situations do
not merit piercing the thick veil of sovereignty.*’

When a single individual conducts harmful cyber operations at the armed
attack level on behalf of a state, the attack may be attributed to the state for the
purposes of the law of self-defense.** However, the International Group of
Experts split over situations involving non-attributable cyber operations. Some of
the experts took the view that self-defense against the individual is permissible,
whereas others argued that the only lawful response is to be found in the law
governing law enforcement.*

To summarize, pursuant to the law of self-defense, a forceful response,
whether by cyber or other means, is unavailable in situations in which the hostile
cyber operations do not reach the armed attack threshold. This is so even though

¥ See, e.g., Wall, supra note 8, at 9 33 (separate opinion of Judge Higgins); id. at 229-30, 9 35
(separate opinion of Judge Kooijmans); id. at 242—43, § 6 (declaration of Judge Buergenthal);
Armed Activities, supra note 39, at § 11 (separate opinion of Judge Simma).

! See, e.g., Basic Principles on the Use of Force and Firearms by Law Enforcement Officials
Adopted by the Eighth United Nations Congress on the Prevention of Crime and the Treatment of
Offenders, Havana, Cuba, (Aug. 27-Sept. 7, 1990),
http://www.ohchr.org/EN/Professionallnterest/Pages/UseOfForceAndFirearms.aspx.

2 See TALLINN MANUAL 2.0, supra note 3, r. 71, at paras. 25-26. On the U.S. position vis-a-vis the
unwilling/unable approach, see Letter from the Permanent Representative of the United States of
America to the United Nations addressed to the Secretary-General, U.N. Doc. S/2014/695 (Sept.
23, 2014); President Barack Obama, Remarks by the President at the National Defense University
(May 23, 2013); Office of the Press Sec’y, Fact Sheet: U.S. Policy Standards and Procedures for
the Use of Force in Counterterrorism Operations Outside the United States and Areas of Active
Hostilities (May 23, 2013); U.S. DEP’T OF JUSTICE WHITE PAPER, supra note 25, at 1-2. For
academic treatment of the subject, see Ashley S. Deeks, “Unwilling or Unable”: Toward a
Normative Framework for Extraterritorial Self-Defense, 52 VA. J. INT’L L. 483 (2012). For earlier
treatment of the issue by the author, see Preemptive Strategies, supra note 25, at 540—43 (2003).

# See TALLINN MANUAL 2.0, supra note 3, r. 71, at para. 25. See also IAN BROWNLIE,
INTERNATIONAL LAW AND THE USE OF FORCE BY STATES 299-301 (1963).

# See TALLINN MANUAL 2.0, supra note 3, r. 71, at para. 17.

3 Id.,r. 71, at para. 20.



2017 / Peacetime Cyber Responses and Wartime Cyber Operations 251

those operations may violate other aspects of international law, such as the
requirement to respect the sovereignty of other states,*® the principle of non-
intervention,*” and the prohibition of the use of force.

B. The Plea of Necessity

In such cases, the plea of necessity may be available as the basis for
responding. In the vernacular of the law of state responsibility, necessity (as the
term in used in this context rather than that of self-defense) is a “circumstance
precluding wrongfulness.”*® It allows a state finding itself in a qualifying situation
to respond in a manner that would otherwise be unlawful, as with a hack back that
would violate the sovereignty of the state into which it is conducted.” An
example would be a situation in which a terrorist group is launching operations
from states that are powerless to act, perhaps because they lack the technical
wherewithal to do so. Even though a target state’s response against the group
would otherwise be unlawful because of the response’s effects in the other states,
it may act pursuant to the plea of necessity so long as certain criteria described
below are met.

The plea of necessity applies only to situations in which a cyber operation
creates a “grave and imminent peril” to an “essential interest” of the state
concerned,’® although the harmful cyber operation on which the plea is based
need not be an internationally wrongful act. This customary law remedy’' is an
acknowledgement that states should not be left without a viable response option in
acute circumstances.

“Grave” peril suggests harm that is especially detrimental,”® while
“imminent” confirms that the state need not wait until said harm manifests, but
instead may act anticipatorily.”> “Essential” refers to a particularly important
interest of the state and, accordingly, would rule out resort to the plea of necessity
in most situations involving malicious cyber operations. The International Group

1., rr. 1-5.

“71d., tr. 66-67.

8 See Articles on State Responsibility, supra note 29, ch. V, art. 25.

* See TALLINN MANUAL 2.0, supra note 3, 1. 26.

>0 See Articles on State Responsibility, supra note 29, art. 25(1)(a).

°! The principle of necessity has been expressly or impliedly cited by international tribunals and
arbitral bodies on numerous occasions. See, e.g., Wall, supra note 8, § 140; Rainbow Warrior (NZ
v. Fr.), 20 RIAA 217, § 78 (Arb. Trib. 1990); LG&E Energy Corp. v. Argentina, I[CSID Case No.
ARB/02/1, decision on liability, 99 201-66 (Oct. 3, 2006); CMS Gas Transmission Co. v.
Argentina, award, ICSID Case No. ARB/01/8, 99 304-394 (May 12, 2005); Enron Co. v.
Argentina, award, ICSID Case No. ARB/01/3, 9 288-345 (May 22, 2007); Sempra Energy Int’l
v. Argentine Republic, award, ICSID Case No. ARB/02/16, 49 325-39 (Sept. 28, 2007).

32 See, e.g., discussion in Gabgikovo-Nagymaros Project (Hung. v. Slovk.), 1997 1.C.J. 7, § 51
(Sept. 25) [hereinafter Gab¢ikovo-Nagymaros].

> Id. at  54.
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of Experts described such an interest as “one that is of fundamental and great
importance to the State concerned.””*

Necessity determinations are always contextual.” To illustrate, an
operation targeting cyber infrastructure that supports the provision of medical care
would not qualify as creating “grave” peril when sufficiently redundant systems
exist to ensure the continued treatment of the population. Yet, if the healthcare
system lacks resiliency, the operation may pose a significant risk to the
population’s well-being, thereby rendering the situation grave.

Assessments of essentiality are similarly contextual. In particular, it is
difficult to characterize specific categories of infrastructure as essential in the
abstract. Again, consider healthcare cyber infrastructure. A cyber operation could
target aspects of that infrastructure that do not directly and severely impact the
care of the population, as with that used for routine medical appointment
scheduling. On the other hand, cyber operations could be directed at blood banks
during a natural disaster with ensuing significant loss of life. In the first case, the
effect on the healthcare infrastructure has not reached the essentiality threshold; in
the second instance, it arguably has.

A state’s formal designation of cyber infrastructure as “critical
infrastructure™® is insufficient to render it essential for the purposes of the plea of
necessity; the function it performs when viewed in light of the attendant
circumstances at the time it is targeted drives the determination. As an example,
the Department of Homeland Security’s designation of election cyber
infrastructure as critical infrastructure did not, per se, satisfy the essentiality
requirement. Essentiality is a factual determination. Although it can be fairly
argued that the integrity of the national electoral process is an essential interest of
the United States, that is not a dete